
Increase Business
with an ALL-IN-ONE
Digital Identity Solution
[ eIDAS-compliant ]



Banks and financial services rely on trust. Nowadays, with the digitalization 

of their services, it’s not enough to simply have information about customers, 

employees, services or electronic devices. Financial organizations must be 

able to securely identify them through digital certificates and ensure that 

only authorized ones can access bank applications and data.

Once trust is established this way, banks and other institutions must protect it. At the same time, they have to adhere to 
a rapidly changing compliance landscape, meet high customer expectations, and efficiently manage digital transactions 
and services, such as mobile banking, with their massive amounts of data. 

vintegrisTECH’s nebulaSUITE provides banking and financial services companies with  comprehensive digital identity 
protection, so they can meet current needs while simplifying implementation of new services and identity management 
—anywhere, anytime, at the workplace or on the go. 

nebulaSUITE enables organizations to issue and manage digital identities through qualified digital certificates; use 
legally binding digital signatures on documents to comply with EU regulation № 910/2014 of 23 July 2014 on electronic 
identification (eIDAS); and gain robust authentication for customers, employees and service providers alike —in just 
one solution.

Identify your users with legal 
guarantees
 
With vintegrisTECH’s Certification Authority, vinCAsign, 
every organization can identify its users through legally-
recognized, qualified digital certificates in accordance 
with eIDAS. 
With nebulaSUITE, organizations can establish a 
Registration Authority (RA), to issue, control, manage, and 
revoke digital certificates. This allows banks and financial 
institutions to sell banking products online (insurance 
policies, investment products or retirement plans, among 
others) with all legal guarantees and close sales faster 
than before.

• Reduce the time and costs of certificates by issuing 
them through the Certification Authority

• Avoid dependency on third-party certificate authorities 
while guaranteeing full autonomy of the service

Protect digital identities through 
qualified digital certificates
nebulaSUITE protects employees, clients, and service 
providers’ digital identities alike. Organizations can 
guarantee the identity of the people and devices that 
interact with their systems.
 
• Build trust with customers by guaranteeing absolute 

privacy for their data through encryption when making 
online transactions

• Easily verify the identity of users, employees, and service 
providers



nebulaSUITE for banking 
and financial services

• EU-compliant digital certificates to identify people and devices

• Complex, personalized signature workflows for your digital 
transactions on the go

• Speed up your signing processes and comply with eIDAS Regulation



With thousands of users, mobile 
devices, and business systems, 
certificate management can quickly 
get out of control. nebulaSUITE 
enables organizations to create and 
manage qualified digital certificates 
without having to manually install 
them on each device. Our technology 
also allows the management of third 
parties’ certificates. 
According to a 2015 study by 
Ponemon Institute, expired certificates 
can cost organizations €21.4M in 
compliance failures and €12.8M in 
business continuity. By using the 

nebulaSUITE cloud-based certificate 
management system, organizations 
never have to worry about expired or 
“orphaned” certificates.

• Avoid economic losses associated 
with expired certificates. Know ahead 
of time when to renew certificates 
and do it automatically through 
vinCAsign

• Easily discover the certificates housed 
in the network 

• Establish strict policies of use 
for certificates and monitor all 
operations in real time

RENEWAL ISSUE

MANAGEMENT POLICIES

AUDIT INVENTORY

COMPREHENSIVE 
MANAGEMENT

OF DIGITAL 
CERTIFICATES

Offer convenient web-based services with secure 
access for all users—employees and customers. 
nebulaSUITE delivers the most versatile robust 
authentication options in the market for mobile 
users and devices with one-time password (OTP) 
and a grid card, PIN, or text message, or software 
tokens for mobile devices. Access and authentication 

are controlled with adaptive multifactor dynamic 
authentication. nebulaSUITE integrates easily with 
other existing authentication systems.

· Protect organizational assets from intruders
· Guarantee the security of financial services in the cloud
· Make payments secure for customers

Use nebulaSUITE to define internal 
digital signature workflows —
saving time, accelerating approvals 
of contracts and policies, and 
streamlining processes. 
Organizations’ customers and 
employees can sign documents 
digitally, from anywhere, with 
legal recognition of validity. Digital 
certificates or handwritten signatures 
are protected by encryption for 
maximum trust. nebulaSUITE meets 
eIDAS compliance requirements for 
EU member states.
Employees can approve and sign 
documents using their computers, 
smartphones, or tablets, to 
accelerate sales, approval cycles, 
legal review, and international 

transactions with entities such as the 
European Central Bank, SWIFT, ICO, 
Bank of Spain, and CNMV. 
External customers can digitally sign 
contracts for greater convenience 
and time-savings. 

• Transform geographic dispersion 
of customers and employees into 
business opportunities with digital 
signatures, eliminating productivity 
bottlenecks 

• Speed up signing processes with 
public agencies or other financial 
institutions

• Facilitate transactions for customers 
when their signature is required 
(policies, loan agreements or 
account opening contracts)

Enable easy, legally binding digital 
signatures, and comply with eIDAS

Offer convenient services with secure access through robust authentication

Simplify digital certificate management



nebulaSUITE

Benefits

About vintegrisTECH
vintegrisTECH manufactures innovative systems 
and applications for digital certificate management, 
legally binding digital signatures, and robust 
authentication. Its flagship product is nebulaSUITE, 
a comprehensive solution for guaranteeing digital 
identity, authentication, and secure access, as well as 
its own Certification Authority (CA).
vintegrisTECH’s clients include leading banks, 
insurance, health, retail, government, and public-
sector organizations.

Some of our customers  

BBVA, Bankia, Banc Sabadell, BNP Paribas, Banca March,
Banco Mare Nostrum, Volkswagen Financial Services, 
Grupo Catalana Occidente, MAPFRE Insurance, Lidl, Inditex

For more information
If you are interested in getting more information about 
nebulaSUITE or to request a demo, contact us at
info@vintegris.tech or visit www.vintegris.tech

• Avoid bank fraud and identity theft, and the reputational 
damage to your organization that might ensue from 
these threats

• Avoid delays and penalties associated with expired 
digital certificates, such as loss of clients and profits

• Increase efficiency with cloud-based certificate 
management

• Meet compliance requirements effortlessly
• Accelerate loan approval and other processes for higher 

customer satisfaction
• Guarantee privacy of the information contained in 

official bank documents
• Automate authentication for mobile banking services 

across all platforms

nebulaSUITE is the only solution in the market that 
provides banks and financial institutions with the 
full infrastructure for digital certificates (issuing and 
management) and qualified digital signatures through 
cloud-based services —all protected by robust 
authentication. This all-in-one solution increases 
productivity and savings. It also reduces costs associated 
with printing, transportation, storage and destruction of 
paper-based documents. 

• vinCAsign®: Through this Certification Authority, 
together with nebulaCERT, companies can issue their 
own digital certificates without having to depend on 
third parties.

• nebulaCERT®: Gives certificate managers complete 
control over all certificates from a cloud-based solution 
and enables certificates to be accessed anywhere, in any 
application or CRM, without  compromising certificate 
security. 

• nebulaSIGN®: Enables users to sign and approve 
documents from desktop, smartphone, and tablet 
platforms without installing certificates on all devices. 

• nebulaACCESS®: A versatile, robust authentication 
system that ensures secure access to web applications for 
each user, using the authentication method that best suits 
their needs or data risk level.

“nebulaSUITE has made it simple for us;
we now manage both certificates and authorizations,
as well as the authentication system”
CARLOS PLAZA, Security Project Director at Bankia
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